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Changes in contract negotiation — Data Plane Signaling
Credential Validation — New DCP Protocol
Authentication Delegation for Management API
Version under discussion:

- Current Connector version is 0.7.3

- Small improvements on 0.7.1 which was released with 24/05
- Be aware: Due to bugfixes minor breaking payload changes to 0.7.1
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- EDR management moved to data plane to support scalability
- Auto renewal in case of expired EDR as well as explicit renewal on demand

- Data Plane Proxy API can be used also in case of classical contract negotiation

- Adaptations in EDR management API

Before
Consumer a i
i backend Consumer CP Provider CP Provider DP
"@” tr;ansfer roquest P transfer request é
3 generate
j DR ¢ EDR
[:] P EDR h ;
get EDR : :
P EDR | |
° : request dat'a with auth token from EDR
5 _ auth token
validate | i
auth token ol valdonrea® == .|
data
B B e e e T

Quelle: © Fraunhofer ISST

12.07.24

Provider DP

=

generate
& store
EDR

After
i Consumer CP Provider CP
Actor
transfer request
P transfer request N
" select
ata plane
transfer request
EDR
L EDR <
store -
EDR
t EDR
° ge
P EDR
.‘ Erequest data with auth token from EDR
data
< ................................................................................

© Cofinity-X GmbH 2024, Public

validate
uth token




Introduction of the Decentralized Claims Protocol (aka Identity and Trust Protocol)

Replaces Summary Credentials

Introduction of the BPN DID Resolution Service (BDRS)

Old workflow
Wallet C EDC PEDC

Get summary credential

Summary credential <:>

Request with summary
credential as header

Verify signature
and credentials

12.07.24

CEDC

| 1 Sl token request

New workflow
C Wallet P EDC
Client Entity Verifier Entity
[Secure Token Service] [Credential Service]

2 Token response w/ access token |
1

>

2
<
3

Request w/ si token and access tokien
1

© Cofinity-X GmbH 2024, Public

|
|
|
|
|
1
\I
1
|
|
i

| i 4 request w/ access token

| I~

X \ 5 /P response .y
1 ] ]

1 1
[Secure Token Service ] [Credential Service]

Quelle: Eclipse Tractus-X




C Credential

Client CEDC PEDC .
Service
BDRS
(§EWNm curl --location 'http://localhost/alice/management/v2/
ma
) contractnegotiations’ \
BPN/DID map
-—data-raw '{
"Qcontext": {
"odrl": "http://www.w3.org/ns/odrl/2/"
Yy
Initiate Request "@type": "NegotiationInitiateRequestDto",
with BPN as ID "connectorAddress": "http://bob-controlplane:8084/api/vl/dsp",
Get DID "providerId": "BPNLO0O0O0OOO0O0OOQQO2",

from cache
} I
Request with token from

Secure Token Service Do the DCP stuff * DCPis based on DID, not BPN
Based on the DID .
with the token

: : : : * Consumer requires provider DID to set the audience in the access token right

12.07.24 © Cofinity-X GmbH 2024, Public 5



* Connector 0.7.3 shipped with release 24/08:
* OAuth as alternative authentication mechanism

* Connector needs to be configured to use either api-key or bearer token
* Header for api-key remains X-API-KEY
* Alternatively use standard Authorization header and bearer keyword
* |f bearer token auth is configured, this will be used

* Grace period: In OAuth setup, the X-API-KEY header can be used for the
bearer token
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